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As a law firm, your job is
to fight for and protect
your clients.

At Cyber Security Affairs,
our job is to fight for and

protect your law firm from
cybercriminals.




US Law Firm Falls Victim to Alleged Chinese
Hackmg as Cl|ents Face Threats

Did you know that?

, alongside other targets—law firms

Law Firm Representing Lady Gaga,
Madonna, Bruce Springsteen, Others
Suffers Major Data Breach
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Why Cybercriminals Are
Targeting Law Firms

The legal sector proves to be vulnerable to cybersecurity risks, as more companies
are attacked for sensitive data.

BY JOHN G. BROWNING

Dallas-based Locke Lord probably thought its computer system
was safe—that is, until two days in December 2011. That was when
Amnastasio Laoutaris, a former IT engineer who worked for the firm
for five years, accessed Locke Lord’s computer network without
authorization and, according to a press release from the U.S.
Attorney’s office for the Northern District of Texas, “caused

significant damage to the network.” But the 1,000-lawyer firm was
lucky.




Who are we?

Cyber Security Affairs (CSA) provides legal,
intelligence, and consulting services to
corporate and private clients. Whether you
are a pro-athlete, talent, law firm, a
corporate client, or a victim of cyber crime,
we provide specifically tailored services.
We also conduct cyber security and
privacy assessments and government
outreach. CSA combines the law with
intelligence to deliver exceptional results.




Cyber Intelligence Services
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Cyber Intel for Law Firms

Cyber Protect: High-Profile

Privacy Protect

Content Moderation

Cyber
Protect

for
Law Firms
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Safety, Security & Privacy

Services

Product Assessments

Government Affairs

Arts & Entertainment

Crisis Response

Public Affairs

Attack & Pen Testing



Our Clients

‘ ) I ISAACS&ISAACS W&MS'
(uogeﬁé&w ask @ s A F E Q%L/_“ N/

) _ ‘:.‘ NN
. AR GLOBAL CANYON N
intertrust ‘ TAGGED DRN ‘ METHORKE C dlgrrqlls DLA PIPER

Genonto
Undisclosed Private Clients — High Net Worth,

Pro-sports, Talent, and the Highly Visible IHITY S GrmprcGrosi: (PR XBOX 360
_______5“- )(Opppm TrueCar  qechstyle

e o Fashion

ATsT

Group

Wireless I-
PARTICIPANT (Brncp)
®

(@\ BIG2Fuel
mTeERaReTIve | ¥y 4 [romcowmemiocauMEnes
STUUDIOS

J GoGuardian

( ) iKeepSafe
tumblr> SRa rk *‘

sLs snapchat RAINE i3 myspace

Newrs Conpor i cardlytics

VvSCO




[ —]

Destruction of attorney-
client privilege, trust, and
reputation — one hack can
take what took years to
build, and cost you
$Millions to get back.

At Cyber Security Affairs,
we focus on protecting you

and your clients from cyber
criminals.

That's why Cyber Security Affairs provides a suite
of cyber security services specifically for law
firms. We're led by Hemu Nigam a former
federal prosecutor against cyber crime who's
also a world-renown cyber security expert
having worked inside some of the largest
companies in the world like News Corporation,
Microsoft.
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Cyber Protect Law Firms

Vulnerability Assessments: Using best-in-class technologies and white hat hackers
(pentesters on the right side of the law), we identify security weaknesses in an organization'’s
digital assets and people, and provide solutions to fix them.

Analysis Remediation
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Vulnerability Risk Assessment
Identification



Cyber Protect
for
Law Firms

Teachable Moments Training for Counsel:
We test your lawyers and staff through an
ongoing series of simulated phishing attacks
and teach the susceptible on the spot. That's
how we prevent your own people from
opening the doors to ransomware, extortion,
personal info leaks, and more.




Cyber Protect
for
Law Firms

Round-the-Clock Threat Hunting:
We've created a 24/7/365 security
operations center (SOC) to monitor for
threats. Clients expect you to protect
them around-the-clock. We do the
same for law firms.
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Your clients need you.
You need Cyber Security Affairs.
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